
 
 

 
 

E-SAFETY OVERVIEW & GUIDELINES 
Updated as of November 2023 
 
INTRODUCTION 

Launch It is committed to ensuring that young people who work with us are able to use existing 

and emerging technologies safely. Launch It recognises that the internet and other digital 

technologies provide a vast opportunity young people to learn. These technologies allow those 

working and volunteering with young people to promote creativity, stimulate awareness and 

enhance learning.  

With the desire for young people to access every opportunity for learning, there is also the need to 
keep them safe from the risks of the internet and digital and mobile technologies. Launch It is 
committed to ensuring that those who work and volunteer with young people are aware of the 
dangers that exist so they can take an active part in safeguarding young people. 
 
With this in mind, Launch it has created an e-safety policy so staff and volunteers are better able to 

ensure safe use of technology by the young people using our services and for our staff and 

volunteers. We strongly encourage all organisations to adopt these procedures in the interests of all 

the young people using your services.  

RISKS AND ISSUES  

The following are the range of technologies young people and staff/volunteers use positively but 

which can also put them at risk:   

▪ Internet   

▪ Video conferencing facilities  

▪ E-mail   

▪ Instant messaging    

▪ Blogs    

▪ Podcasts   

▪ Social networking sites    

▪ Chat rooms    

▪ Gaming Sites    

▪ Mobile phones with camera and video functionality   

▪ Mobile technology (e.g. games consoles) that are internet ready and include webcams    

▪ E-smart phones with e-mail, web functionality, camera and video functionality   

 

 

 

 

 

 

 



 
 

 
 

RISKS CAN COME UNDER THE CATEGORIES OUTLINED BELOW:   

Risk Commercial Aggressive Sexual Values 

Content that the 
user may come 
across either 
accidentally or via a 
deliberate search. 
  

Adverts.  
Spam. Sponsorship. 
Requests for 
personal 
information.  
Exposure to age-
inappropriate 
material.  

Violent hateful 
content. 

Exposure to illegal 
material such as 
images of child 
sexual abuse. 
 
Pornographic or 
unwelcome sexual 
content. 

Bias. 
Racist. 
Misleading 
information and 
advice. 

Unsuitable contact 
from another user  
  

Tracking.  
Harvesting.  
Publishing 
information about 
themselves. 

Being bullied, 
harassed, stalked.  

Meeting 
strangers.  
Being groomed. 

Self-harm. 
Unwelcome 
persuasions. 

Conduct user’s 
behaviour that 
creates risk either 
through illegal 
activity or lack of 
awareness of the 
potential 
consequences. 

Illegal downloading.  
Gambling.  Hacking   
Financial scams.  

Bullying or 
harassing 
another.  

Creating and 
uploading 
inappropriate/ 
abusive material.  
‘Sexting’.  

Providing 
misleading 
information or 
advice. 

 

WHAT TO DO IF YOU BELIEVE A YOUNG PERSON IS AT RISK: 

Example one: 

▪ A concern is raised 

▪ Inform the safeguarding lead (record concern or incident) 

▪ Establish what type of activity is involved 

▪ Is it inappropriate or illegal? 

▪ If yes, secure any hardware or evidence if you can 

▪ Refer to Police. Call 0845 045 45 45 or 101 to report a crime when it’s not an emergency 

▪ Refer to Local Authority, Designated Officer (LADO) (where appropriate) 

 

Example two: 

• A concern is raised 

• Inform the safeguarding lead (record concern or incident) 



 
 

 
 

• Establish what type of activity is involved 

• If inappropriate inform parents or carers 

• Refer to children's social care 

• If not inappropriate, consider policies, including disciplinary and HR policies and training 

 

VULNERABILITY OF SOME GROUPS OF YOUNG PEOPLE 
 
Some groups of young people are more vulnerable to being abused through the use of technology 

and are less resilient to deal with it. Technology can also increase their offline vulnerability. These 

children need further protection to keep them safe. These groups of children include:   

• Young people looked after. There is evidence that young people who are looked after and 

those who are adopted are using social networking sites to access their birth families, and 

birth families are using social networking sites to contact these young people even though 

there may be a court order prohibiting any contact. This results in unmediated contact.  

• Young people with disabilities. Studies have shown that pupils with Special Educational 

Needs are 16% more likely to be persistently cyber bullied over a prolonged period of time. 

These young people may be more socially naïve   

• Young people living away from their families can make them more vulnerable, for example, 

living in residential units, boarding school, privately fostered    

• Young people at risk of sexual exploitation. Technology is used to contact, groom and 

control these young people. Research states that it has been rare to identify cases of sexual 

exploitation where the use of technology has not been a factor.  

There is general risk to adolescent girls with the proliferation of websites aimed at them that 

promote anorexia, related eating disorders and ‘starving for perfection’.  

There is general risk to boys who can be at high risk of addiction to violent games and pornography. 

CYBER BULLYING 

What is cyberbullying?   

▪ Cyberbullying is the use of technology: mobile phone, internet, e-mail, social networking 

sites, chat rooms and instant messaging services to deliberately upset someone else.   

▪ It can be used to carry out all the different types of bullying, an extension of face-to-face 

bullying. It can also go further, it can invade home/personal space and can involve a greater 

number of people. 

▪ It is an anonymous method by which bullies can torment their victims at any time of day or 

night.   

▪ It can draw bystanders into being accessories.   



 
 

 
 

▪ It includes threats and intimidation; harassment or ‘cyber-stalking’; vilification/defamation; 

exclusion or peer rejection; impersonation; unauthorised publication of private information 

or images (‘happy-slapping’); and manipulation.   

▪ It includes sexting, sending explicit images electronically. These images can be widely 

distributed.    

▪ It also includes trolling, the internet equivalent to road rage. This can involve provocation, 

violent threats, poking fun, making trouble and causing annoyance.   

▪ It can involve setting up hate websites or groups on social networking sites.   

▪ It can take place across age groups and adults working with children can be targeted, for 

example, by other young people and/or parents. 

    

Impact on the victim  

The victim may receive email, chat, text messages or posts on social networking sites that make 

them feel embarrassed, upset, depressed or afraid. This can damage their self-esteem and pose 

a threat to their psychological wellbeing. Cyberbullying can pose a serious threat to their 

physical and emotional safety.   

Responding to cyberbullying  

Most cases of cyberbullying can be dealt with through antibullying policies and procedures. For 

examples of responding to bullying please refer to Launch It’s Child Safeguarding Policy.  

In all cases of cyberbullying make sure that you preserve the evidence.  

Some features of cyberbullying differ from other forms of bullying and may prompt a particular 

response. For example:   

▪ Consider the bystanders; they can amount to 100s of young people   

▪ Change victim’s mobile phone number   

▪ Report the bullying to the site where it was posted   

▪ Try to get content removed from the web. In some cases, the victim may be able to block 

the person bullying from their sites and services   

▪ Ask the person bullying to delete the offending content and say who they have sent it on 

to   

▪ Contact the police in cases of actual/suspected illegal content 

 

NAMED E-SAFETY LEAD - ROLES AND RESPONSIBILITIES  

A named e-safety lead is crucial to developing and maintaining an e-safety culture within our 

organisation. The Launch It CEO is the named safeguarding lead and the responsibilities of this role 

are to:   

▪ Develop an e-safety culture    

▪ Be the named point of contact on all e-safety issues   



 
 

 
 

▪ Monitor e-safety   

▪ Ensure that everyone- staff and volunteers, young people and management committee 

members know what to do if they are concerned about an e-safety issue   

▪ Keep abreast of developing e-safety issues  

▪ Ensure that e-safety is embedded within continuing professional development (CPD) for 

staff and volunteers   

▪ Coordinate training as appropriate   

▪ Ensure that e-safety is embedded across all activities as appropriate   

▪ Ensure that e-safety is promoted to parents/carers, other users and children/young people    

▪ Ensuring that the infrastructure and technology provide a safe and secure environment for 

children/young people   

▪ Maintain an e-safety incident log   

▪ Monitor and report on e-safety issues to the management team and management 

committee 

▪ Review and update e-safety policies and procedures on a regular basis and after an incident 

work closely with the data security lead 

 

GOOD PRACTICE   

As part of good practice, the Launch It staff handbook outlines good practice as part of responsible 

working with the organisation. The staff handbook:   

▪ Clearly identifies the organisation’s expectations and boundaries for the use of technology 

both provided by the organisation and those provided by individuals for their personal use.   

▪ Includes use of mobile phones, smart phones, cameras and video cameras, webcams, and 

other technology that is available within the organisation.      

▪ Staff/volunteers and users are made aware of the potential consequences of any breach of 

the guidelines.  

▪ Staff/volunteers and users are made aware of how the e-safety policies link to other key 

policies within the workplace, e.g. confidentiality, staff/volunteer conduct and safeguarding.   

 
For the workforce- staff/volunteers:   

▪ Induction of new staff/volunteers includes information on e-safety and the associated 

policies. 

▪ Workforce receive training that includes how to differentiate between their personal and 

professional behaviour especially when they are online.   

▪ The staff handbook outlines the safe and responsible use of technology as part of the 

workforce’s everyday practice.   

▪ All staff/volunteers must sign the staff handbook.  

▪ The workforce’s internet use is monitored through our ICT provider.   

▪ Any issues that arise as a result of monitoring are reported to the Launch It board. 

 


